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Picoradio Project Presages the Impacts of Nano Technology

      U.C. Berkley’s Wireless Research Center (BWRC) is conducting a development project called PicoRadio that has several goals, the attainment of which will greatly effect the transformation of computing and communications technology as we have known it. The goals of this project lie at the intersection of Nano technology and ubiquitous distributed wireless networking.

      An understanding of the already stated goals of these technologies and the emerging capabilities of nano technologies makes it hard to imagine any aspect of the human experience that will not be severely impacted by them, indeed, no organism on this planet is likely to escape the scrutiny of the coming ubiquity of distributed communications and computing when combined with emerging sensor nano technologies.          

     Eventually these systems should be capable not only of sensing the minutiae of life on earth but will become able to reverse the interaction by proceeding to fabrication. Fabrication and assembly of molecular and larger size components is beyond the scope of this paper, and plans for the PicoRadio group, but has been a long run goal of nano technologists for years.  These “long term” implications are going to arrive much sooner than most of us expect. Even sooner ubiquitously embedded micro sensors computing and communicating will monumentally change our world. The changes aimed at by the PicoRadio project alone will so transform our world that it is impossible to imagine the next step, which may arrive much sooner than 10 years from now.  

     The main focus of the project’s goals is making the platforms for a network so small that they would be very cheap to manufacture. The intent is to disperse them in vast numbers and have them sense their environment using power scavenged from it. They must be able to configure themselves into a network with only their dispersal as an external requirement. 

     Jan Rabaey is a major leader of the three and a half year old project and appears to be it’s most prominent spokesman. They are seeking a self-configuring ad hoc network that consumes so little power that it can be powered by ambient energies of vibration and light. Vibration of MEMS devices by ambient sound may generate 100 microwatts which should be just enough to power a transceiver and a processor. According to an article in the Electronic Engineering Times (February 24, 2003),

“The Quark chip set, which is to be prototyped in March, is the testbed for Pico Network nodes. The chip set includes two devices: a digital network processor called Charm, which implements all communications functions from baseband to physical-layer processing, and Strange, an RF transceiver using Agilent Technologies’ film bulk acoustic-resonator technology.

 . . . architecture was borrowed from a 1949 super-regenerative scheme (like a diode radio), which has primarily two active components: a tuned filter and a single strong amplifier. 

The Pico radio has a 10-meter range, and consumes 3 to 4 mW of stored-up power in it’s “on” state.”

     It uses a carrier at 1.9 GHz and simulations show a 100-kbit/s data rate. Both the transmission accuracy and scavenging efficiency can be thrown off by simple disturbances in the environment, such as people in the room, although these simple variations are what the system was designed to detect (Electronic Engineering Times, February 24, 2003)

     The project is funded largely by DARPA and is intended to be part of solving what is coming to be known as the “last-meter” (Rabaey, Ammer, da Silva, Patel, & Roundy, 2000)  problem, DARPA’s end goal appears to be improvement of battlefield and home-front intelligence gathering and distribution, but it will no doubt soon be applied to many other problems such as the rapid deployment of communications replacement in cases of disastrous failures [which is currently the focus of a completely different, separate, project at U Kansas ( Rapidly Deployable Radio Network @ http://www.tisl.ukans.edu/RDRN/ )].   

     The goals of the PicoRadio project itself are as follows, quoting the entire charter, which is found on the Picorasio Home page at http://bwrc.eecs.berkeley.edu/Research/ Pico_Radio/docs/990525_IIB_TechRation.pdf:

“Develop meso-scale low cost (< 50 cents) transceivers for ubiquitous wireless                  data acquisition that minimizes power/energy dissipation. 

· Minimize energy (<5nJ/(correct) bit) for energy-limited source

· Minimize power (<100uW) for power limited source enabling energy scavenging

       
By using the following strategies:

· self-configuring networks

· fluid trade-off between communication and computation

· Integrated SOC approach, aggressive low-energy architectures and circuits”
   More clearly they have the stated goals of accomplishing the following by the scheduled completion of phase three, June 2003 (Pico Home):

“Single chip, ultra-low power PicoNode. Custom low power application,  protocol, network, MAC, and physical layers implemented on flexible low-power computation fabrics.”

 In other words, from the proposal to DARPA at, http://bwrc.eecs.berkeley.edu/Research/Pico_Radio/docs/990525_IIB_TechRation.pdf:

“ a fully integrated implementation which has the flexibility of the Phase1 and 2 board level solutions, while achieving another reduction in size, energy consumption and cost over the Phase 2 design. The goal is to only have only the RF antenna(s), RF filter(s) and sensors remaining off chip.”

     The original plan calls for sub millimeter size and up to five kinds of sensor (temperature, pressure, ect.), but for this year they are happy to come in at under an inch cubed and with the ability to sense position by triangulation within the network. Other overall goals for the project, besides platform, program, memory, and wave length, flexibility and ad hoc reconfigure ability, and sub centimeter size, up to five sensors, and positioning ability, are a price at well under a dollar per in lots of 100,000, weight under 100grams, and power dissipation below 100 microwatts, energy scavenging from the environment, and hardening against environmental damage.

     Of the major choices of methodology are, among others, an “integrated system design approach which jointly optimizes the hardware development, software environment and algorithmic research,” with a flexible tradeoff between resources used for computation and communication, flexibility in the network algorithms, with a physical focus on integrated chip functions, and low energy usage (to enable environmental scavenging of energy from vibration and other sources).  

     The PicoRadio is an apt metaphor for the PicoRadio development project. The project is embedded in, and in communication with, a complex intellectual environment of researching institutions, individuals, facilities, and funding. Like the proposed platform outcome, the project is an ad hoc system that is built to be constantly reconfigured on the fly to meet it’s goal of sensing changes in a developing environment, applying responses to these changes, and keeping teams in proximity to it’s intellectual environs appraised of these changes while they respond to these changes through modifying, or augmenting, the system of the project itself.

     PicoRadio is closely linked and easily confused with similar projects with very similar, and subtly different, goals, as well as much overlap of personnel, resources and intellectual, as well as virtual, space. The Smart Dust ( main page @ http://robotics.eecs. berkeley.edu/~pister/SmartDust/) project is the best example, it has produced platforms with goals that are almost indistinguishable to the public from PicoRadio’s. There must be a major difference in emphasis however, because even though they both have a central stated goal of miniaturization, the Smart Dust platform is much smaller, is cheaper, seems to involve fewer intellectual inputs, and is already being deployed in field applications. It is impossible sometimes to distinguish which BWRC group is more involved in some activities. There are many teams from across the wide spectrum covered by Berkely Applied Sciences and Technology department’s fields of study.

The School of Mathematics writes algorithms for the project at many levels, School of Materials Science groups design methodologies for failure analysis, solve production issues and more, Berkely Manufacturing Institute (BMI) helps design, then molds, plastic housings, the PicoRadio project is embedded in the BWRC, which is part of the School of Computer Sciences (CS) which is part of the school of Electrical Engineering and Computer Sciences (EECS), all of these layers are deeply involved in projects that have PicoRadio as their focus, rational, and or test bed. There are many projects in EECS and, especially, CS (see http://www.cs.berkeley.edu/Research/Projects/) that obviously are heavily involved in, or at least closely, if tangentially, related to, PicoRadio and related BWRC programs. The Berkley Sensor and Actuator Center (BSAC) is also heavily involved in the program, and their home page lists the Smart Dust project as though it were under the rubric of their department, even though they are not mentioned on the pages of the projects; it also is a member of EECS. Design and design methodology is a major component of PicoRadio’s work and the School of Design has personnel and equipment heavily involved but there is little, if any, public acknowledgement of such that I could find. The Center for Information Technology Research in the Interest of Society (CITRIS), part of the School of Civil Engineering, has put the Smart Dust and Pico Node platforms to work in practical use, an example can be found at http://www. coe.berkeley.edu/labnotes/1101smartbuildings.html.

     It appears that Smart Dust’s relationship to PicoRadio mirrors PicoRadio’s relationship to the rest of these schools. Apparently Smart Dust is used for proof of concept, development, and as a test bed for the ideas, techniques, and use, of developments in PicoRadio, which then expands and refines developments of Smart Dust. It seems that Smart Dust is differentiated from PicoRadio by an emphasis in speed to realization of miniaturization of the sensor web platform, whereas the PicoRadio group focuses on the integration of all goals for the projects without sacrifice to expediency. This impression is a result of pictures of equipment, which show that PicoRadio is far behind Smart Dust in miniaturization, and a general impression that they are far less interested in meeting or exceeding expectations for deadlines and field deployment. This is however simply my impression. 

     Besides the embeddedness of the project in an enormous team of teams the projects’ environment can also be characterized as being difficult to observe in terms of the tracings of these embedded relations. The longer I looked, the more it appeared that there is a coherent environment of possibilities that informs, shapes, and will result from developments in PicoRadio. These relationships extend to industrial, defense, and scholarly institutions involved in collaboration with, and funding of, the project. These relationships are very hard to trace from a locus of PicoRadio’s web space, or any other locus I could find. This is not to say that they are intentionally hiding anything, because most of the important in house communication is by email group, and results are filtered to protect intellectual property. However the more blind and dead end links I found, the more I noticed that it takes days of searching links to find important collaborations and theoretical implications, the more I noticed how much effort it takes to find out how much of the most important work on issues significantly related to the technical and social implications of these developments is geographically, institutionally, and intellectually close to the project, and the more I had to surf to some obscure commercial site to find linkages to significant collaborations with groups in the same building, or the one next door, that share study and work space, the more I am not inclined to say that there is no one trying to hide anything involved with these projects. Nor am inclined to say that everyone involved is innocent of knowledge of the insidiousness to our culture of some of the possible and proposed uses of these technologies, or even the conscious planning of such. There are many positive outcomes already being explored and some are even realized, however, so I am not going to postulate some evil conspiracy either.

     Indeed there is a great deal more openness to the project at Berkley than there would be in some other contexts, probably because of a conscious respect for the necessity of large scale team work to accomplish such complex, far reaching, widely applicable goals. The culture of the schools involved and their administration has an overtly stated and emphasized position that the individual selfishness of participants is neither desired nor respected. There is repeated mention of the tyranny of individual egos and the need for teamwork. Yet the cooperation that can be publicly seen on the web more closely resembles two-way avenues between closely related teams than the webs of webs of relations that really are transpiring. 

     The physical space of the Berkley campus appears to be a penultimate location for this project as it is in proximity to so many very relevant facilities and their cultures. Indeed in an attempt to prognosticate the future of the trends that PicoRadio affects, one, aware of the many areas of connectivity, who searches diligently, does not have to leave the servers of Berkley’s campus to see the implications of the next generation or two in sensor swarms for military use.

     A good way to get a handle on the overall context in which PicoRadio is being developed at the BWRC is to peruse the site of the affiliated Berkeley Manufacturing Institute (BMI). To quote from the description of work going on of which they are a part, “1. The Pico Radio project at the Berkeley Wireless Research Center (BWRC), which focuses on the design and fabrication of inexpensive, miniaturized low-power radios, including an FBAR-MEMS resonator for transmission and sensor applications. 2. The TinyOS project at the Intel Research Laboratory at Berkeley, which has developed a flexible, multipurpose programming environment for deploying self-organizing nets. 3. MEMS sensors and related devices with colleagues at the Berkeley Sensor and Actuator Center (BSAC). 4. The SmartDust MEMS project (a natural outgrowth of BSAC research) in which a low power device has been developed that contains accelerometers, A-to-D converters, a radio and associated hardware/software support for monitoring vibrations in structures. With appropriate design modifications, SmartDust can be equipped with sensors for measuring the climates temperature and humidity, and the voltage and current in meters.” Some of the work going on at BMI now includes: “1. The Design of Wireless Sensor Nets and Products for Pervasive, Ubiquitous, Inconspicuous Computing (Nate Ota and needing new students)2. Energy Scavenging (Shad Roundy, Beth Reilley, Dan Steingart)” 
     Just the proposed applications are numerous. The only application currently being developed (publicly) is to monitor environmental conditions in buildings to allow controls to maximize power efficiency, as part of the state of California’s attempts to reduce peak power consumption. Part of the stated design intent of this project is to not intrude upon the privacy of building inhabitants while monitoring their use of, and need for, indoor environmental controls. One can hardly imagine that defense applications will contain such safeguards. A longer term intent for these teams is to achieve a size, durability, and hardening that would allow the sensor nodes to be mixed in with a can of paint for deployment by painting of the walls. This is a goal of the CITRIS project funded by the state of California’s Energy department

     A possible application scenario mentioned on the UC Berkeley PicoRadio site as an example is use in making a science museum (the San Francisco Exploratorium) for children more interactive. “Keeping the exhibits flexible and easily modifiable” would allow the children not only to control and modify the experiments and provide feedback, but would also allow them to participate as part of the experiment.

     Other examples cited “include the smart home (integrating environment control, security, identification, inventory, and smart tagging), the industrial building control and management, and the emerging world of interacting and evolvable toys.”

     The site links to "PicoRadio Supports Ad Hoc Ultra-Low Power Wireless Networking" , an article featured in the July, 2000 Issue of Computer Magazine, which also mentions other applications, such as, “robot control and guidance in automatic manufacturing environments; warehouse inventory; integrated patient monitoring, diagnostics, and drug administration in hospitals;” and “the smart home providing security, identification, and personalization.”

     It appears that the Smart Dust has a range of single options for each platform that are then deployed in a heterogeneous population that has all of these capabilities in concert, whereas the goal of PicoRadio is to have more sensor and control functions integrated on one chip. These things are hard to tell because it is not always clear how objectives are implemented and where, or how, the designs of related groups are being used. The smallest versions are smart dust sensors communicate with optics and are dependant on a base station. Presumably the Pico nodes will be independent of differentiated support modules and may well interface directly with standard laptop equipment and programming. Once again this is just conjecture on my part as a result of the fact that the PicoRadio group appears to be involved with only one platform excepting contexts which include Smart Dust platforms.

      When it comes to defense intelligence applications for the current platform there is already one waiting only on development of smaller, cheaper, more hardened units. The math is already worked out to allow nodes that are only capable of sensing their position and orientation to be spread in an area to be used to monitor the direction, mass, and speed, of a passing vehicle by their displacement by it.

     Relevant to this concept is an exercise carried out last August, September and October called NEST challenge

     There is also talk of using position only sensors to help integrate different shots in filmmaking, among many other applications. Other possibilities that have been discussed outside the context of the PicoRadio project that will be enhanced by the technologies they are developing are, inventory in retail environments, tracking of shipping and delivery, and wideband distribution thru low energy, short range, low frequency RF through the cumulative effect of many nodes.

     Combined with simple sensors, the devices that the project will develop in the coming few years will allow many defense applications once only dreamed of. They will monitor the other side of the hill in real time for ground troops, guard an area against intruders with out the need for a human presence, sense the multiplicity of chemical signatures of nuclear, biological, and chemical weapons, as well as the presence of human or other beings. With coming advances in chemical sensors the ability to “improve” on our ability to surveil each other is inescapable, this may soon allow for the genetic identification of individual, or groups  of, organisms, as well as the geographic or manufacturing origin of materials.

     There are also teams developing better ways to miniaturize delivery and surveillance machinery. The work studying the flight of insects by building machine models has begun to dovetail with defense development work to miniaturize unmanned aerial vehicles. Combined with PicoRadio swarm intelligence this promises a self deploying network of diverse sensors capable of superhuman perception coming to a battle”field” near you soon. The end of this decade may see a time when the powerful are possessed of a more than planet wide, virtually omniscient, “view.”

     Combining this technology with the multiplicity of emerging nano scale and biologically inspired sensor technologies leads to virtually limitless permutations of possibility. There is a lot of talk now about ubiquitous embedded computing and the effects it will have on our lives. As the computing becomes more embedded in our world, our world will also become more embedded in computing. PicoRadio and similar developments imply that as the virtual reality becomes a more seamless part of the manifest world, the real world will become more a part of the virtual world. This will have greater impact upon our definition, and experience, of reality then we can now probably imagine. Up until now the main impact discussed was the increased immediacy, attraction, and distraction, of increased immersion in an unreal “fantasy” virtual world of imagination, or the “real” world of the workplace.

     Soon the virtual world will be much more inhabited by, and a reflection of, the manifest “real” world. After widespread deployment of PicoRadio type nano technology, the next step (nano fabrication) will begin to actually blur the line between the vitual and the manifest, conceivably erasing it eventually.

    Needless to say, this will soon bring a time when current legal and ethical issues surrounding technology are mute and seem quaint. Prior to the arrival of this realization it would greatly behoove us to consider the underlying questions about what kind of  society we want and how we really want to distribute technology, and other forms of property, power, privacy, and other forms of personal comfort and need. If current socio-political norms and trends of technical development continue the time will come all to soon when sensor networks that can diagnose your health are cheaper than health care; at this time those who cannot afford health care will know less about their own health than the casual observer. What then will we think of current attempts to make better use of electronically stored and communicated medical records while protecting the personal privacy of the individual? 

     A good example of how these abstract concepts need to be addressed sooner than later is security. Wireless networks are notoriously insecure, when they are truly ubiquitous and embedded in our lives inappropriate use of them will be extremely dangerous, yet concentrating their control will make those who are not in control truly disempowered and at the mercy of those in control. Possibly control and ownership should be made less important than inherent built in fail safes. We could look to Asimov’s laws of robotucs for inspiration here. Could we not hard wire the system and nodes to prevent dangerous operation and preserve the integrity of information? With minimal room for programming, initial runs could certainly provide for the later, the former would require development of more complexity that would allow more leeway for falsification. Either solution would require less circuitry and programming than rigid control of ownership, oversight, and protection of intellectual property. Hence I have a strong belief that a more publicly owned and operated system would not only provide a better, safer society but also would be more effective and efficient. These are questions that need to be dealt with yesterday, before the answers are grand fathered in by hardwiring developing systems with past social paradigms that become future technical paradigms before they are even publicly discussed. This is the model that has become apparent from past and current technical development. How many are aware that the first TVs were high def? How many still wonder why TVs and monitors must remain incompatible when there are no real technical barriers to making it otherwise? Few of us seem aware that competing claims to lay optic fiber between differing types of communications companies (differentiated only by law) are the reason for the almost entirely legal (regulatory) cause of the ongoing lack of optic access for most Americans. Cultural norms often become quickly encoded in technology’s manifestations and so quickly become constraints on future technical development. 

     After all a big part of what makes this project so demanding is the “technical” constraints imposed by the technicalities of regulatory law. As Jan Rabaey (2002 http://www.coe.berkeley.edu/labnotes/0402/bwrc.html) puts it "The wireless spectrum is heavily regulated and trying to jam more bits through that regulated space is no simple task,".
     The emergence of PicoRadio type technologies should also give us cause to reflect on the frailty of the modern definition of, and obsession with, privacy. The coming embedded ubiquity of networks, and our developing dependences on it, should give us pause in considering material and intellectual property rights as they conflict with public health, safety, and happiness.

     The issues surrounding security in micro platforms for wireless networking have technical considerations as well as social, since the main focus of their development, and facility of use, is size, any programming that is added which is not essential will defeat the purpose of these development. Any program or process that is not a requirement of use will increase the size of the platform and it’s energy cost, by doing so it will hamper the cost, efficiency, usefulness, and time spent bringing it to market. 

     For defense purposes command and exclusivity of control are essential. This requirement contains a built in advantage for counter measures that do not include programming and resources required for security and other control issues. Essentially the protection of intellectual property creates parallel issues that will impair the size and cost of deployed platforms. For these reasons we may well be paving the way for an economic and military “terrorism” technology that may become as pervasive and embedded as it’s progenitors. While this may give us hope in light of the dangers posed by nano technology, it takes away from the hope held out by the possible positive impacts of this technology. There are many issues that are important to our culture at this juncture that are brought into sharp relief by PicoRadio and similar projects. Although they are vary intellectual and resource capital intensive there has not been a lot of discussion of these efforts that require a lot of public capital and have great public consequences. A great part of the reason for this is that the technology occupies a rarified level of complexity and technicality that is over the heads not only of the general public but most of the scientific, media, and governing culture in our world. On top of this I feel that the movers behind planning and funding these technologies have not been as open to the general public about ultimate goals as they should be. I personally am not a Luddite nor am I a technophobe. I  find these technique and materials quite exiting, but I also find myself more and more concerned the closer we get to goals I have long awaited. The need for public awareness and discussion in this area cannot at all be possibly overstated.     

     The prospect of a world where no one can escape detection holds much in the way of security for those that mean to be lawful, but in a world of increasingly complex laws and regulation, with decreasing public control over the flow of information, commerce, and governance these tools are double edged. Omnipotent surveillance could prevent the prosecution of the innocent, but inappropriate command and control could bring an era of accidental summary execution by glitch. 

     The openness of our society can be completely lost or completely blown open. I see no middle road. We will all either be able to exert unprecedented security and control over our environs, if we can manage to share the web, or be caught in a web of unprecedented control and insecurity, if the stratification of our society continues to increase. The biggest problem that I see with stratification at this juncture are the barriers to the dissemination of information created by it which make it hard to make informed public decisions about the direction of technical development and the rational for it’s deployment.

     When the nanobotic world turns toward effective fabrication we will foist these issues on the rest of the material world. We can remake it in the humane image or in the image of misconceived “human nature,” but remake it we surely will. Inevitably we will continue to remake it with increasing magnitude and frequent drastic accelerations in pace.

